
Investment fraud on 
the Internet
This information sheet summarizes 
common types of fraud that you 
may come across on the Internet and 
teaches you how to avoid falling for 
online scams.

Scam artists pursue 
adults over 50
A vital resource on fraud affecting 
adults over 50, with information on 
common approach methods and 
prevalent scams.

Investments 101
Important investment information 
for youth. This information sheet 
describes different types of 
investments and how they work. 
It is a valuable reference for all ages.

Boiler Room Scams: 
Could you be vulnerable?
Critical background on boiler room 
scams, how they work and why they 
are becoming such a widespread 
problem.

Fact or Fraud: the truth 
about scams and fraud 
in Manitoba
This industry produced DVD covers 
important information on identity 
theft, investment scams, vehicle scams 
and door-to-door scams and how you 
can avoid becoming a victim.

Questions to ask when 
choosing a financial 
adviser
A checklist of all of the important 
questions you should be asking your 
financial adviser when you have 
a meeting.

IDENTITY THEFT
PHISHING/VISHING
INVESTMENT SCAMS
BOILER ROOM
PONZI/PYRAMID
VEHICLE SCAMS
PHARMING/SPOOFING
AFFINITY FRAUD
PRETEXTING/OFFSHORE 
INVESTMENT SCAMS
HOME IMPROVEMENT

Fact  
or Fraud :
the truth about scams 
and fraud in Manitoba

Name: _______________________________________________________________________________________________

Organization (if applicable): ____________________________________________________________________________

Mailing Address: ______________________________________________________________________________________

City: _____________________________________ 	 Prov: ____________________ 	 Postal Code: _ ________________

Tel: _______________________________ 	 E-mail: __________________________________________________________

Item Requested: _ ____________________________________________________________________ 	 Quantity: ______

Item Requested: _ ____________________________________________________________________ 	 Quantity: ______

Item Requested: _ ____________________________________________________________________ 	 Quantity: ______

Item Requested: _ ____________________________________________________________________ 	 Quantity: ______

Item Requested: _ ____________________________________________________________________ 	 Quantity: ______

*These materials are free of charge.

What do you plan on using these educational resources for?

 Personal Use 	  Family Education	  Reference Material

 Youth Education	  Resource Centre Library	  Other: __________________________________

 Company Workshop 		

Shipping Instructions: _ _______________________________________________________________________________

To order materials:
E-mail: kristen.jones@gov.mb.ca
Fax: (204) 945.0330 
Mail: 500–400 St. Mary Avenue, Winnipeg, MB  R3C 4K5

Why are you being targeted?
Today’s pre-retirees are facing a unique burden. On top  
of preparing for retirement, many are still financially 
responsible for dependent children. Some also find 
themselves financially responsible for aging parents who 
didn’t save enough for their own retirement. 

This has many pre-retirees worried about not having 
enough money to last them through retirement. 

Scam artists prey on that fear by promising high-return, 
low-risk investments. In reality, these investments are 
usually high-risk products that are not right for people 
looking to protect their nest egg as they approach 
retirement—if the investment exists at all. Either way, you 
could lose some or all of your money. 

With little time to recover from the losses, many victims 
find their retirement plans shattered. 

How might you be approached?
Here are two common ways scam artists approach people 
over 50.

Investment seminars
Scammers often target pre-retirees through “free lunch” 
investment seminars. These seminars have become a 
popular way of promoting investments. The investments 
themselves may not be scams, but the sales tactics used  
at these seminars often raise concerns.

Some presenters are paid to promote specific investment 
strategies that offer high returns. They may not tell you 
that these products are risky and may not be appropriate 
for you. The presenters are usually very good at public 
speaking and generating excitement about the 
investment. They’ll use high-pressure sales tactics to get 
you to invest on the spot or to schedule a follow-up 
appointment.

Think you can’t be scammed?
You may be surprised to know that many fraud 
victims over 50 are comfortable with investing. 

How can a savvy investor fall for an investment 
scam? Research shows that people with investing 
experience are more open to investment 
opportunities and willing to take risks. It also 
shows that experienced investors are more likely 
to make their own investment decisions, without 
getting advice from an independent financial 
adviser. 

Whatever the reason, remember that successful 
scam artists are very good at manipulating 
people into making poor investment decisions.

Scam artists pursue 
adults over 50

Are you concerned about having enough money for 
your retirement? That could make you a prime target 
for investment fraud.

Read on for what to watch for. 

Cash and cash equivalents
Cash includes the money in your bank account and 
other “cash-like” investments that can earn you interest. 
These include savings bonds, treasury bills and 
guaranteed investment certificates.

Cash investments are generally very safe, or “low risk,” 
and give you quick access to your money. However, they 
often have lower rates of return than other types of 
investments.

Bonds
When you buy a bond, you are lending your money to a 
government or company for a certain period of time. In 
return, they promise to pay you a fixed rate of interest at 
certain times and to repay the “face value” at the end of 
the bond’s term (its maturity date).

Bonds typically offer better rates of return than cash 
investments because you’re taking on more risk by 
lending out your money for a longer period. Many 
bonds come with a guarantee and are relatively safe. 
Others offer much higher rates of return, but can be 
very risky and have no guarantees. 

    isions.

What is face value?
The face value is the value the bond was issued at 
and is the value you receive when it matures. Interest 
payments are based on the face value. For example, a 
bond that has a face value of $1,000 and an interest 
rate of 5% would pay you $50 a year. 

Part ownership
As a part owner of a company, you may be 
entitled to vote at the shareholders’ meeting. 
However, you won’t be involved in the company’s 
day-to-day decisions.

Risk and return
Risk means the possibility of losing money on your 
investment. Return is the amount of money that 
you earn on an investment. Usually, the higher the 
potential return, the higher the risk.

Investing can help you save money to do 
the things you want to do: go to college or 
university, travel the world or buy your 
first car. 

Read on to learn about different kinds 
of investments and how they work.

Investments  101

Stocks
When you buy stocks or “equities,” you become a part 
owner in a business. Depending on the size of the 
business, there could be hundreds or thousands of 
other part owners, or shareholders. You will receive any 
profits the company allocates to its shareholders. These 
profits are called dividends.

You can make money on a stock in two ways: if the 
stock increases in value and if the company pays a 
dividend. However, there are no guarantees that a stock 
will make money or that the company will pay a 
dividend. The value of a stock can go up or down—
sometimes frequently and sometimes by a lot. 

Stocks can provide higher returns than other types of 
investments, but you also have a higher risk of losing 
some or all of your investment.

 1. Are you registered?

Registration helps protect investors because 
securities regulators will only register firms and 
individuals if they are properly qualified. Firms and 
individuals are registered by category—each 
category has different education and experience 
requirements, and permits different activities.

Your local securities regulator can tell you if a firm 
or individual is registered and if they have a record 
of any disciplinary actions.

 2. What is your background?

You want someone who is qualified and has the 
right experience to give you the help you need.  
Ask questions like:

�s What are your educational and professional 
qualifications?

�s How long has your firm been in business?
�s How long have you been with the firm?
�s How long have you worked in the industry?
�s What professional associations do you belong to?

 3. How are you paid?

Advisers can be paid by salary, commission, a flat 
fee, or a combination of these methods. If an 
adviser is paid by salary, the cost of their advice is 
built into the products you buy. Many advisers are 
paid a commission for every product they sell. 
Other advisers charge a flat fee based on an hourly 
rate or a percentage of the assets in your account.

Find out how the adviser is paid, how much their 
services will cost you and what services you’ll get 
for your money.

 4.  What kinds of products and 
services do you offer?

Not all advisers offer the same products and 
services or have the same expertise. Some 
specialize in certain kinds of investments. Others 
can offer you a wide range of investments and 
services.

If you’re an experienced investor, you may want an 
adviser who offers a wide range of products and 
lets you choose. If you’re newer to investing,  
you may be more comfortable with fewer  
choices and more guidance from  
an adviser.

Questions to ask when
choosing a financial adviser

Choosing a financial adviser is a big decision. An adviser can help 
you set financial goals, choose investments and track your progress. 
Think of your relationship with your adviser as a partnership, with 
both of you working to achieve your financial goals.

You’ll want to keep the lines of communication open and meet at 
least annually. Ask questions when you don’t understand 
something. Be honest with yourself and your adviser about your 
financial situation. Your adviser needs accurate information to 
recommend the best investments for you.

For more information, read the Working with 
a financial adviser guide.

Take this checklist with you when you meet with a financial adviser.  
Here’s what to ask.

Spam e-mail
Spam is unsolicited e-mail that usually promotes a certain 
product or service, including investments. Because spam 
e-mails are cheap and easy to create, scam artists can use 
them to reach thousands of potential victims at a time. 

Common types of spam
There are many types of spam e-mails that are really 
scams. Here are some of the most common.

Af�nity fraud
Affinity fraud is a type of scam that targets groups of 
people who know each other. For example, victims could 
be members of online communities or social networking 
websites.

The Internet is a great environment for affinity fraud. 
Fraudsters take advantage of how easy it is for people to 
share information in chat rooms, on social networking 
websites or by forwarding e-mails. Victims of affinity 
frauds are often friends or family who innocently share 
information about the fake investment scheme.

Pyramid scheme
A common type of affinity fraud is the pyramid (or Ponzi) 
scheme. Typically, investors are recruited through promises 
of getting high returns quickly. Be wary of e-mails that 
promise you can “make big money working from home” 
or “turn $10 into $20,000 in just six weeks.” 

Early investors may receive returns fairly quickly from 
“interest cheques.” They’re often so pleased with their 
returns that they re-invest, or recruit friends and family as 
new investors. Here’s the catch: The investment doesn’t 
exist. The “interest cheques” are paid from investors’ own 
money and the contributions of new investors. The 
scheme eventually collapses when the number of new 
investors drops.

The pump and dump
In a typical pump and dump, you receive an e-mail 
promoting an incredible deal on a low-priced stock. What 
you don’t know is that the person or company touting the 
stock owns a large amount of it. 

As more and more investors buy shares, the value 
skyrockets. Once the price hits a peak, the scam artist sells 
their shares and the value of the stock plummets. You’re 
left holding worthless shares.

Investment fraud  
on the Internet

The Internet is a quick and easy way for scam artists to 
find potential victims for their investment scams. With 
the Internet, fraudsters can operate anonymously from 
anywhere in the world, making them hard to catch. 
Once you’ve given your money to an online scam artist, 
it’s likely gone for good.

Here are a few things to watch out for.

You can read about more types of scams and 
their common warning signs in the CSA’s guide, 
Protect your money: Avoiding frauds and scams.

How the scam works
A team of scam artists set up a makeshift office, called a 
“boiler room” and work in stages. The scam artists first 
identify potential victims. They might use a phony survey 
to find out about your investment experience, offer you 
free research, or try to get information like your mailing 
address, phone number and e-mail address.

Next, someone else on the team will call you back with 
the sales pitch, often calling multiple times. The caller 
may boast of a business idea that sounds probable, 
usually in a sector that’s in the news. Here’s the catch: 
the investment may not exist. 

By the time you realize you’ve been taken, the scam artist 
will have closed up shop and moved on to another scam. 
You’ll likely never see your money again.

These networks of scam artists are highly organized, with 
many operations sharing and/or selling their victim lists to 
other boiler rooms. Because of this, victims of boiler room 
scams are at high risk of being targeted again.  

What to watch out for
The scam artist may customize their sales pitch if they 
know anything about your personal situation or 
investment history. However, here are some things they’ll 
frequently say.

1. You’ve been specially selected

The scam artist will tell you that this exclusive offer is not 
available to the general public. 

2. You’re guaranteed to make a lot of money 
with minimal risk

The scam artist will tell you that this is a safe investment, 
with a high return. But real investments come with risks. 
If anyone promises you a high return on a “sure thing,” 
it’s likely a scam. 

3. This offer won’t last long

The scam artist may say that if you invest now, you could 
make a fortune. You should never feel pressured into 
buying an investment on the spot. Anyone selling you an 
investment should take time to know you and your 
investment goals in order to make sure the investment is 
suitable for you. 

4. Send your money now

You’ll be encouraged to send a cheque right away or wire 
money offshore. The scam artist may even send you an 
official-looking invoice for your investment, together with 
a prepaid courier envelope for your cheque.

“Boiler Room” Scams
Could you be vulnerable?

Have you received an unsolicited phone call 
about an investment opportunity? It could be 
a scam. Here’s what to watch out for and how 
you can protect yourself.

If you send money out of the country, 
it  may be difficult to trace and impossible 
to recover.



Income Monthly 
Budget

Monthly 
Actual 

Monthly Pay (after 
taxes)

Alimony or Child 
Support

Other Income

TOTAL

Difference (+/-)

Transportation 
Expenses

Monthly 
Budget

Monthly 
Actual

Car Payment

Auto Insurance

Gas

Parking Costs

Mass Transit Costs

Other

TOTAL

Difference (+/-)

Housing 
Expenses

Monthly 
Budget

Monthly 
Actual

Mortgage/Rent

Property Tax

Home/Rent 
Insurance

Condo Fees

Electricity

Gas/Heating

Water/Sewage

Telephone

TV

Internet

Other

Other

TOTAL

Difference (+/-)

Monthly Budget Sheet	 Month:

Savings/
Contributions

Monthly 
Budget

Monthly 
Actual 

Personal Savings

RRSP

RESP

Other

TOTAL

Difference (+/-)

Debt/ 
Loan Payments

Monthly 
Budget

Monthly 
Actual 

Credit Card

Line of Credit/Loan

Legal Fees

Alimony or Child 
Support Paid

Other

TOTAL

Difference (+/-)

Personal 
Expenses

Monthly 
Budget

Monthly 
Actual 

Groceries

Cell Phone

Entertainment

Gifts

Clothing

Charity

Vacation

Dry Cleaning/
Laundry

Personal Grooming

Furniture

Other

Other

TOTAL

Difference (+/-)

mentor budget sheet

Name:



Budgeting Plan: How will you stay on budget next month?

Balances Month 
Beginning

Month 
Ending 

Chequing Account

Savings Account

RRSP

RESP

Credit Card 

Line of Credit/Loan

Other

Other

Child-related 
Expenses

Monthly 
Budget

Monthly 
Actual 

Child Care

School Tuition

Lunch Money

School Supplies

Extra-curricular 
Activities

Allowances

Cell Phone

Other

TOTAL

Difference (+/-)

Health/Medical 
Expenses

Monthly 
Budget

Monthly 
Actual 

Dentist

Optometrist

Medicines

Other

TOTAL

Difference (+/-)

ADD IT UP Monthly 
Budget

Monthly 
Actual 

Difference 
(+/-)

Total Monthly 
Income

Total Monthly 
Expenses

Difference (+/-)

mentor budget sheet (con’t.)



youth budget sheet

Name:

How much money do you have saved already?_________________________________________________

     Remember, always put some money towards your savings before you start spending.

Write down the money that you earn and the money that you spend every day.

How much money did you earn this month?_________________________________________________

How much money did you spend this month?________________________________________________

How much money do you have left?__________________________________________________________

What are you going to do with your left-over money?_______________________________________

______________________________________________________________________________________________

______________________________________________________________________________________________

DON’T FORGET TO PUT YOUR MONEY IN A SAVINGS ACCOUNT!

Money Tracking Table
Description (what you earned or spent) Date Earn ($) Spend ($)

TOTAL (add it all up)

Monthly Budget Sheet	 Month: September

$30

$90
$80

$10
Deposit it into my savings account.

Got allowance	 Sept. 1	 $10	
Went for lunch	 Sept. 4		  $7
Babysitting little bro	 Sept. 5	 $20	
Clothing allowance	 Sept. 8	 $30	
Got allowance	 Sept. 8	 $10	
Bought new shoes	 Sept. 10		  $35
Paid for my phone	 Sept. 13		  $24
Got a snack	 Sept. 15		  $3
Got allowance	 Sept. 15	 $10	
Rented a movie	 Sept. 19		  $6
Got allowance	 Sept. 22	 $10	
Saver sheet: trip to lake	 Sept. 27		  $5

				    $90	 $80



youth budget sheet

Name:

How much money do you have saved already?_________________________________________________

     Remember, always put some money towards your savings before you start spending.

Write down the money that you earn and the money that you spend every day.

How much money did you earn this month?_________________________________________________

How much money did you spend this month?________________________________________________

How much money do you have left?__________________________________________________________

What are you going to do with your left-over money?_______________________________________

______________________________________________________________________________________________

______________________________________________________________________________________________

DON’T FORGET TO PUT YOUR MONEY IN A SAVINGS ACCOUNT!

Money Tracking Table
Description (what you earned or spent) Date Earn ($) Spend ($)

TOTAL (add it all up)

Monthly Budget Sheet	 Month:



youth budget sheet

Name:

How much money do you have saved already?_________________________________________________

     Remember, always put some money towards your savings before you start spending.

Write down the money that you earn and the money that you spend every day.

How much money did you earn this month?_________________________________________________

How much money did you spend this month?________________________________________________

How much money do you have left?__________________________________________________________

What are you going to do with your left-over money?_______________________________________

______________________________________________________________________________________________

______________________________________________________________________________________________

DON’T FORGET TO PUT YOUR MONEY IN A SAVINGS ACCOUNT!

Money Tracking Table
Description (what you earned or spent) Date Earn ($) Spend ($)

TOTAL (add it all up)

Monthly Budget Sheet	 Month:



youth budget sheet

Name:

How much money do you have saved already?_________________________________________________

     Remember, always put some money towards your savings before you start spending.

Write down the money that you earn and the money that you spend every day.

How much money did you earn this month?_________________________________________________

How much money did you spend this month?________________________________________________

How much money do you have left?__________________________________________________________

What are you going to do with your left-over money?_______________________________________

______________________________________________________________________________________________

______________________________________________________________________________________________

DON’T FORGET TO PUT YOUR MONEY IN A SAVINGS ACCOUNT!

Money Tracking Table
Description (what you earned or spent) Date Earn ($) Spend ($)

TOTAL (add it all up)

Monthly Budget Sheet	 Month:



The Goal: You did it!

Just starting out

(Colour in  
your progress)

Halfway there

Price: 	

Taxes: 	

Total: 	

The savings plan:
Where will you get the money from?

How much money will you put away?

How often?

Where are you going to keep the money  
(a savings account)?

What date should you reach your goal?

Almost

Draw, describe or paste a picture of your goal

saver sheet





The Goal: You did it!

Just starting out

(Colour in  
your progress)

Halfway there

Price: 	

Taxes: 	

Total: 	

The savings plan:
Where will you get the money from?

How much money will you put away?

How often?

Where are you going to keep the money  
(a savings account)?

What date should you reach your goal?

Almost

Draw, describe or paste a picture of your goal

saver sheet







MakeitCountOnline.ca

Hi there! My name is Mic. Come join 
me at My Make it Count, a place to 
track your money, set savings goals 
and improve your spending habits. 
MakeitCountOnline.ca

500–400 St. Mary Avenue, Winnipeg, MB  R3C 4K5 • tel: (204) 945.2548 • fax: (204) 945.0330 • www.msc.gov.mb.ca




